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Research on cloud storage integrity auditing mechanism
based on consortium blockchains
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(1 School of Computer Science and Technology, CUMT, Xuzhou 221116, China;
2 State Key Laboratory for Novel Software Technology, Nanjing University, Nanjing 210093, China)

Abstract; Aiming at the issue of fairness in cloud storage integrity audit, a Cloud Storage Integrity Auditing Model
Based on Consortium Blockchains (CSACB) is proposed. First of all, the model describes the composition of audit
consortium (AC) by a tree structure, and uses the layer certificate chain (LCC) to identify and control the members
of the alliance. Second, variable cloud storage auditing is supported by a two-chain form of integrity auditing chain
and dynamic operating chain. Finally, the fair dynamic operation audit model is constructed by using the smart
contract (SC) and the data block label index mechanism, and the results of theoretical analysis and experimental
show that the model has obvious advantages in terms of security and performance.
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